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IDRBT, established by Reserve Bank of India in 1996 to promote and
enable technologies in Bank industry, a unique set-up

Set-up National Financial Switch backbone for ATM, IMPS and UPI

Managed Indian Financial Network, Developed and Managed NEFT and
RTGS for the country

Set-up Indian Banking Community Cloud

Managing Centre for Analysis of Risks and Threats (IB-CART), a
platform for information sharing on threats / vulnerabilities / attacks

Forum - Chief Information Officers/IT-Head, Chief Analytics Officers and
Chief Information Security Officers of Banks

Bestowed as Scientific and Industrial Research Organisation by
Department of Scientific and Industrial Research

Ongoing collaboration with top Indian and Foreign Universities

Institute for Development and Research in Banking
Technology (IDRBT)

Centres at IDRBT
Cloud Computing
Cyber Security
Analytics
Payment Systems
Affordable Technologies
Mobile Banking



Ilndian Banking Community Cloud (IBCC) Journey

CIO Forum — Training on Cloud CBS, NEFT and
Eucalyptus Computing RTGS, DR as a
Demorjstration Meghdoot, CCICI & Centre for Cloud Service (Critical

CSA, OpenGroup and Computing Applicatigns)

DSCI Callaboration Billing [for Services
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. Stabilization Phase L
BanklngLechnology Migration to Openstack DL

Working Group on
Cloud Computing — Use
Cases & Security

Award — IBCC & Cloud
Security Framework

Cloud Adoption
Framework (Business,
Technology & Operational
Risk) — Non Critical
Applications

Handover to IFTAS



|Cloud Security Framework

Cloud Security Management

Organizational Operational
Security Security

Governance, Business Continuity FA QS on CI ou d Ad (0] pt | on
Risk and Control and Disaster Recovery o Ove I’VieW on CIOU d Com pu t| ng
— » Cloud Architecture & Technology
""“’“°“ il « Applications & Usage Scenarios
* « Risks and Challenges
IT Infrastructure Secunty
Control Management

- Physical and Logical Security

Data and Information Security

Legal Issues
Compliance and Audit

Roles and
Responsibilities

https://www.idrbt.ac.in/assets/publications/Best%20Practices/Cloud%20Security%20Framework%20(2013).pdf



https://www.idrbt.ac.in/assets/publications/Best Practices/Cloud Security Framework (2013).pdf

Post IBCC

Govt &
Regulator

Industry

Research

* Monetary Policy - Support for UCB on CBS
 Outsourcing/Cloud Computing Risk Management Framework
» Contribution to TRAI, MeitY guidelines

* Cloud and IT Journey for UCBs

* FAQs on Cloud Adoption for Banks

» Handbook on “Application Programming Interfaces”

» Consultancy and Training to Banks and NPCI on Cloud Adoption

* Informal Sandbox for FinTechs

» Collaboration — VMWare, Azure and AWS

» CCICI (Interoperability and Cloud Study), CSA (Finance Services Group)
* Talks at Cll, NASSCOM, CSA related events

« Staff Paper on Cloud Computing

* Openstack Talk

» Comparison of Cloud Service Providers

» Journal/Conference Papers - Security, Auditing, Newer Use Cases, Docker



https://www.idrbt.ac.in/assets/publications/Reports/CBS_Requirements_for_UCBs.pdf
https://www.idrbt.ac.in/assets/publications/Best Practices/FAQ_Cloud.pdf
https://www.idrbt.ac.in/assets/publications/Best Practices/2019/Handbook_on_API(2019).pdf
https://www.idrbt.ac.in/assets/publications/Staff Papers/Staffpaper_Cloudcomputing.pdf
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